
 

40%
of companies 
have no crisis 
plan in place

$10-20m 
average cost of 
fighting an activist 
investor attack

69%
of crises have gone 
international within 
24 hours

21 hours
the average time spent
by companies creating 
and issuing a meaningful 
defence in a crisis

36% 
of market cap of 
FTSE 350 attributable 
to reputation

Common crisis scenarios
Online attacks
Companies face a number of technical threats online. Distributed denial 
of service (DDoS) attacks shut down a website by bombarding the host 
server with traffic. Attacks are coordinated by groups, or by individuals 
controlling thousands of computers via malware. DDoS attacks are 
traded online for as little as $5 an hour. Hacking is another common 
threat, with damage limited only to what hackers can access or minded 
to do. Customer and financial data are common targets of hacking, 
though company websites and social media accounts are routinely 
hacked with content removed, added or replaced.

Media reputation challenges
The mainstream media remains a driver of reputation issues through 
unfavourable news stories and commentary. However, social media is 
also now a major contributor to crisis situations due to the ability to 
reach mass audiences quickly and for groups to coordinate campaigns.  
It is also harder to seek legal redress against social media commentary.

Activist investors
Common in the US, there is now growing activist investor activity in the 
UK and Europe where companies are unprepared for the demands. From 
damaging share price to forcing dividend payments, activists can wreak 
management strategies and be incredibly time consuming for boards. 

Personnel issues
Many companies describe their staff as their biggest asset. They are 
also one of their biggest threats. With access to company data,  
knowledge of working practices and logins to communications 
platforms, a disgruntled employee can create a significant reputation 
issue in a short space of time. 

Company performance
Not every results day or investor day is a success. On such days 
companies face intense media scrutiny and commentary, coupled with 
pressure to appease investors. Given this, the potential for crisis is high.

Industry-speci�c challenges
Every company can identify areas of operation that are high risk . 
Examine your industry and its likely that a competitor has experienced a 
crisis related to this issue.      

 investis.es davide.mastrosimone@investis.com 0034 675 619 848

@InvestisGuide to digital crisis communications 

Guide to digital 
crisis communications

28% 
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Planning
Risk analysis
Take time to consider the type of risks your business 
may face. Proactively address them internally and 
communicate how you are preventing them. This 
should help reduce the likelihood of the crisis 
occurring.  Should one occur, you’ll appear more 
prepared because your strategy has been outlined.

Audience pro�ling 
Understanding your audience is a key part of  
tailoring your communications. Research all your   
key stakeholder groups to establish who may help    
or hinder in a crisis situation. Also research who are 
the relevant key influencers in your industry  and 
make the relevant preparations so that you can 
engage them should a crisis occur - a positive 
interview with the right journalist could make all the 
difference.

Social media
Thanks to social media, news of a crisis can now go 
global in less than an hour. Having methods of 
monitoring how your company is being discussed on 
social media platforms provides an early warning to 
potential crises. Equally, ensuring you are active on 
social media channels is vital; a deluge of tweets to 
153 followers when your stock price is diving won’t 
solve anything. Even if you don’t want to commit to a 
particular social channel, ensure you at least own it 
so someone else can’t. Check regularly for convincing 
fakes and get them taken down.  

Analytics and marketing 
platforms
Analytics are crucial at every point of a crisis: the 
more advanced the platform and the greater the 
depth of information, the better. Audience Insight, for 
example, offers traditional analytics along
with details of exactly who has visited a site, and the 
sections they have visited. It also incorporates 
real-time sentiment tracking and monitoring, which 
are ideal for averting a potential reputation crisis. 

Intranets
An intranet is a key messaging portal for a company 
to deploy a crisis strategy. Strategy documents can 
be displayed securely without the risk associated 
with emailing them. With the correct training, staff 
will know to refer to the intranet as soon as a crisis 
occurs and look to it for guidance.

Company policies
Building preventative policies into HR documentation 
and work culture can prevent crises occurring. 
Employees need to be clear about boundaries of their 
activity. This should also apply to anyone who works 
closely with a company. Contractors, for example, 
should be given information on how they can 
associate with the company or brand. Policies 
surrounding social media should also feature as part 
of their contract.

Scenario planning
Prepare for crisis by planning for specific events as 
opposed to the hypothetical issues. Use 
industry-specific issues (ideally real life scenarios) and 
determine the relevant teams that are needed for a 
crisis response. Prepare research data, 
communication messaging and template emails or 
intranet updates. Doing so now can save company 
reputation and prevent a share price fall in the future.

Internal communications
During a crisis, companies can find themselves acting 
in an atomised way as various departments look to 
take action quickly. This divided approach can 
effectively create further problems. A strong internal 
communications culture and platform can prevent this. 
Prepare messages outlining any changes to the 
communication hierarchy and train staff where to look 
for information in a crisis situation. 

Technology

Case Study: Social media
Combining use of social media with company 
policies, sports brand Adidas advocates for its 
staff to identify with the brand on blogs and social 
media but provides staff with a two page guide to 
the types of activity they should not discuss and 
content they are expected not to share. 



convey key messaging or contact information relating 
to a crisis and show that a company is reacting 
quickly to an issue. They can then be removed once a 
crisis is over. 

Remote CMS access
Even if you’ve prepared an excellent crisis 
communications solution for your company, crises 
rarely fit the 9 to 5 routine. Remote CMS access can 
allow you to deploy website or intranet updates or 
activate dark sites. Your CMS can also have links to 
your intranet, allowing you to send internal messages 
and get plans underway.

Training
Establish a crisis team
A crisis team may sound costly, but much of the 
work can be integrated into existing job roles. Likely  
dominated by members of your communications, PR 
and marketing staff, don’t forget technical staff and 
ensure they know what is expected of them.

Social media training
Mistakes with social media are easy to make but 
unfortunately very visible. Ensure that anyone who 
has access to your platforms is fully capable. Make 
sure that training includes guidance on content 
being shared on your feeds so that the tone of voice 
remains consistent.  

Media training
Few people are comfortable in front of the media, but 
ensuring that senior management are properly 
trained for such encounters and know the types of 
questions they may face can make the difference 
between a company appearing in control of a crisis 
or not. 

Monitor
Spotting the early signs of a crisis allows time to 
prepare. Ensure staff know the signs of trouble: the 
companies and investors whose presence on your 
site could mean an activist investor attack is due, the  
interaction on your social channels that could create 
a negative situation, or the media interaction that 
could be the precursor of an unfavourable story. 

Test and review your plans
Once a crisis plan is in place, ensure it is tested 
regularly. Update messaging in line with company 
developments and test it in line with new 
developments in management and staff. Review 
training and ensure that if key staff depart their 
replacements are trained and brought up to date 
with plans quickly.  

Noti�cations 
With the right technology, the detection of potential 
crisis situations can be automated. For example, the 
right solutions can alert you to traffic spikes on your 
website and detect when your website is being 
visited by target activists and investors. You can 
also setup news alerts to let you know when your 
company is mentioned by media channels.

Scalable servers
Hosting your site on a scalable server can mitigate a 
DDoS attack. At the first signs of a digital attack, 
such servers can free up capacity to deal with the 
vast increase in traffic that such an attack can 
deliver. The system resets once danger has passed.

Back-up site
The average DDoS attack runs between 6 and 12 
hours – an unacceptable time-frame for your 
website to be down. At a fraction of the cost of 
interruption of your business, you can prepare a 
back-up website hosted on an alternative server. 
Though extra expense, having a back-up site can 
form part of IT best practice so that should content 
be accidentally or maliciously deleted, a live back-up 
is instantly available while content is reloaded to the 
primary site.

Dark sites and sections
Dark sites and sections are part of the website that 
are generally pre-prepared but not active until a time 
of crisis when they can be loaded quickly to sit 
prominently on your site. They can be used to 

Case Study: Dark sites
The revelation that horse meat was being sold as 
beef by supermarkets outraged the British public. 
Quick to act, Tesco launched the Food News site. 
Linked to its corporate website, it gave details of 
the company’s supply chain and the testing that 
Tesco was conducting to its products. Updates 
were made to the site as the story developed, 
creating a focal point for Tesco’s response.
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Top tips

Our services

• Acknowledge that a crisis can happen to any   
 company - don’t pretend it can’t happen to you
• Integrate crisis communications preparations into  
 existing work flows
• Develop an influencer audience on social and the 
 wider media
• Invest in the appropriate level of server security for    
 your website based on the nature of your business 

• Maintain a back-up website hosted on a separate  
 or personal server in case of emergencies
• Prepare strategies,  statements and hierarchies   
 ahead of time and ensure staff are aware of them
• Ensure relevant members of your team have the   
 correct training – technical, media etc
• Keep updating your plan in line with company   
 developments and other crises

About Investis 

We know it’s your reputation. We’re Investis.

International
clients 

1,900

Website
clients 

 

700

International 
offices 

6

Organisations in
our AI database 

250K

Investis is one of the world’s leading providers of digital corporate communications services, with over 1,900 
listed clients globally, and offices in the United States, the UK, Finland, Germany, Sweden and India.

We help companies across the world communicate a better, more connected story across devices of all sizes 
through the digital channels that matter most to their audiences. We shape digital communications that engage 
audiences and make sure our clients’ stories get told across the web, mobile, apps and social.

Technology Social media Strategy

Hosting and security Social strategy Consultancy

Intranets Social media monitoring Digital crisis planning

Dark sites Channel management Website security review

Audience Insight Social messaging 

Training

 

Investis provides a range of services to help prevent crisis situations. Get in touch to find out more.

Websites

Digital audit

Content


